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Summary. The article examines the moral aspects of personal data protection of individuals
in international legal acts and decisions of the European Court of Human Rights, because personal
data protection is a plane of the moral side of human existence, which is fundamental for the real-
ization of this person's right to respect for private life. and family life. According to the provisions
of national and international law, it is established that the category of “personal data” coincides in
its understanding with the categories of “confidential information” and “personal information”. The
article analyzes the international legal acts on the protection of personal data of individuals. A special
provision is the provision according to which personal data indicating racial, political, religious or
other beliefs, as well as data related to health. I or a person’s sexual life and those data relating to the
criminal conviction of a person may not be subjected to automated processing if domestic law does
not provide adequate guarantees for the protection of personal data. Also, the European Commu-
nity generally advises States to refrain from automated processing of personal data if appropriate
data safeguards are not taken when storing such data in files to prevent accidental or unauthorized
destruction or accidental loss of data and to prevent unauthorized access, alteration or alteration.
dissemination of such information, and if there are no appropriate sanctions in the state in cases of
violations of the provisions on personal data protection. The basic moral and legal principles and
features on which the European Court of Human Rights is based in its decisions are revealed. Thus,
the European Court in its decisions has established that a person may suffer non-pecuniary damage
in the following cases: reasonable and unreasonable duration of data storage; violation of a person’s
right to personal development, as well as the right to establish and develop relationships with other
people and with the outside world; in cases of systematic or permanent accounting of personal infor-
mation, even in cases where such data may be contained in publicly available or other sources; in
cases of collecting information about a person using a GPS device attached to his car and data about
his location and movement in the public sphere. In view of the above.
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Formulation of the problem. The protection of personal data is a kind of
plane of the moral side of human existence, because the main moral levers here
are the inner, personal side of life of an individual, which is fundamental to the
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realization of this person’s guaranteed right to respect for private and family life.
In the rulings of the European Court of Human Rights and Fundamental Free-
doms, it can be seen that a person is often inflicted with moral damage, which for
most people is a much more painful moment than property. However, there are
gaps between the proclaimed law and life practice.

Analysis of recent research and publications. Recent studies of moral
approaches to the protection of personal data include the work of Wanbil W. Lee,
S. Cheung, W. Zankl. This article analyzes Ukrainian law, case law of the Euro-
pean Court of Human Rights, as well as legal documents of the European Union.

Part of the general problem has not been solved previously. Research
conducted in the field of personal data protection concerned the terminology,
European law and basic principles of personal data protection in European law
on personal data protection, and therefore the issue of morality in this area was
not paid and it needs its scientific and theoretical study.

Formulating the goals of the article. The purpose of this article is con-
sideration of the moral aspects of the essence of personal data protection of an
individual and the approaches of the European Court of Human Rights in under-
standing this issue; analysis of European legal acts and standards in the field of
personal data protection and explore the systems of basic moral and legal princi-
ples and features on which they are formed.

Presentation of the main research material. According to Article 11 of
the Law of Ukraine “On Information”, personal data is information or a set of
information about an individual who is identified or can be specifically identi-
fied. Further, the category “personal data” coincides in its understanding with
the category of “confidential information” about the individual to whom his data
belongs: address, date and place of birth, nationality, education, marital status,
religious beliefs and health status. Such information may not be collected, stored,
used and disseminated by law without the consent of the person, except as pro-
vided by law, and only in the interests of national security, economic prosperity
and the protection of human rights. Article 21 of the Law of Ukraine “On Infor-
mation” stipulates that information about an individual is confidential, as well as
information access to which is restricted by a natural or legal person, except for
subjects of power. Confidential information may be disseminated at the request
(consent) of the person concerned in the manner prescribed by him in accord-
ance with the conditions provided by him, as well as in other cases specified by
law [1]. In addition, the decision of the Constitutional Court of Ukraine in Octo-
ber 1997 clarified that confidential information, in addition to the above, also
includes information about property and other personal data [2]. From the con-
tent of these documents, it can be concluded that the central category of personal
data protection is the personal life of a person, in which “no one can interfere”
except as provided by law, and only in the interests of national security, economic
prosperity and human rights (Article 32 of the Constitution of Ukraine) [3].

The category “personal information” also coincides with the content and
meaning of the category “personal data of a person”, which means any informa-
tion relating to a specific person or a person who may be specifically identified
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(Article 2 of the Council of Europe Convention for the Protection of Personal
Data). persons in connection with the automated processing of “personal data”
[4]. However, a more extended concept of the category “personal data” of a per-
son is contained in Article 2 of the Directive of the European Parliament and the
Council “On the protection of individuals with regard to the processing of per-
sonal data and the free movement of such data”. information by which it can be
established directly or indirectly, in particular using an identification code or one
or more factors inherent in physical, physiological, mental, economic, cultural
or social aspects of her personality [5]. The establishment of Regulation (EC)
No 2016/679 of the European Parliament and of the Council of 27 April 2016 on
the protection of individuals about the processing of personal data and the free
movement of such data has led to the repeal of the Directive. Thus, Article 21 of
the Regulation defines a person’s right to object to the processing of personal
data: “the data subject must have the right to object, on grounds relating to his
or her particular situation, at any time, against the processing of his or her data.
Data”. Following Article 25 of the Regulations, in cases of probability of violations
of the rights and freedoms of individuals that may cause data processing, it is
necessary to take the necessary technical measures, such as the use of pseudo-
nyms, designed to effectively implement the principles of data protection, as well
as data minimization and ensuring that “by default, only those personal data are
processed that are necessary for each specific purpose of processing”. Also, the
provisions of the Regulations regarding the right of a person to correct his inac-
curate personal data are highly moral (Article 16); the right to erase one’s per-
sonal data (Article 17); the right to restrict data processing (Article 18), etc. [6].

In the era of information society and almost without the border world of
the Internet, the issue of protection of personal data (information about a person,
confidential information) as a respect for his rights and fundamental freedoms,
including his right to privacy, in connection with automated processing of per-
sonal data. data. In this regard, in Art. 5 of the Convention for the Protection of
Individuals about Automatic Processing of Personal Data states that “personal
data which are subject to automated processing must: be received and processed
in good faith and lawfully; be kept for specified and lawful purposes and not
used in a manner incompatible with those purposes, be adequate, appropriate
and not excessive to the purposes for which they are stored; be accurate and,
if necessary, updated”. The following provision is also important: personal data
indicating racial, political, religious or other beliefs, as well as data relating to a
person’s health or sexual life and personal data, and relating to a criminal con-
viction may not be subject to criminal investigation. automated processing, if
domestic law does not provide appropriate guarantees (Article 6) [4]. Thus, the
European Community generally advises States to refrain from automated pro-
cessing of personal data if appropriate data safeguards are not taken when storing
such data in files to prevent accidental or unauthorized destruction or accidental
loss of data, as well as to prevent unauthorized access, alteration or alteration.
such information (following Article 10) [4].
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One of the moral aspects of the protection of personal data is the right to
freedom of expression, which includes the freedom to transmit information,
which is also restricted if necessary in a democratic society or in the interests of
national security, territorial integrity or public security, to prevent riots or crimes.
and to protect health or morals, to protect the reputation or rights of others, to
prevent the disclosure of confidential information or to maintain the authority
and impartiality of the court (by Article 10) [7]. Thus, due to the increasing use
and processing of personal data in the member states of the European Commu-
nity in various spheres of social and economic activity, any processing of per-
sonal data must take place in strict accordance with the law. According to the
case-law of the European Court of Human Rights, the expression “following the
law” had a basis in national law and was conditioned by the quality of the rele-
vant law in the sense that the law must be available to the person concerned, who
must be able to foresee its consequences. (cases “Shimovolos v. Russia’, “Kruslen
v. France”). According to foreign researchers, personal data as private property,
as well as categories such as “trust” and “security” are closely interrelated, as are
law and morality. Provisions for maintaining the confidentiality and security of
personal data must be based on trust. In this regard, researchers give accurate life
examples: “you can be allowed to enter the zone of inaccessibility only to those
you trust and no one will feel safe if you do not trust the security guarantor” [8].
Thus, confidentiality in the processing of personal data will always be ensured
if the law will not only protect but also punish. In this case, only morality can
provide a context for such a law, for example: the law in some cases allows inter-
ference with the personal data of a person, but it is morality that contributes to
the justice of such an intervention. If the result of an illegal and arbitrary breach
of confidentiality in the processing of personal data is a loss of trust in public
authorities, such a state demonstrates disrespect for law and morality and risks
losing the rule of law.

According to the moral considerations of the General Data Protection Reg-
ulation (GDPR) [9], personal data: 1) must be processed in a lawful, fair and
transparent manner to the data subject; 2) must be collected for specific, explicit
and legitimate purposes and not further processed in a way incompatible with
those purposes; 3) must be stored and archived only in the public interest, for sci-
entific or historical research or statistical purposes; 4) all reasonable steps must
be taken to ensure that personal data that are inaccurate, taking into account the
purposes for which they are processed, are deleted or corrected without delay;
5) must be stored in a format that allows the identification of data subjects no
longer than is necessary for the purposes for which personal data are processed.

Ethical in case of leakage of personal data will be an immediate (no later
than 72 hours after learning) notification of a violation of personal data to
the supervisory authority (Article 33) [9]. Such notification shall include: the
nature of the personal data breach, a description of the likely consequences and
a description of the measures taken to eliminate the leakage of personal data,
including, if necessary, measures to mitigate possible adverse effects of such leak-



100 AJIBMAHAX MDKHAPOJHOTI' O ITPABA « Bumyck 23

age (Article 33) [9]. If the violation of personal data may lead to a high risk to
the rights and freedoms of individuals, the controller must without undue delay
report the violation of personal data to the data subject (Article 34) [9].

Aware of its spiritual and moral heritage, the European Union emphasizes
that its activities are based on indivisible and common values (human dignity,
freedom, equality and solidarity). In proclaiming the Charter of Fundamental
Rights of the European Union (2000 / C 364/01), the European Community also
emphasizes, among other fundamental rights, the right to the protection of per-
sonal data, emphasizing that “such data must be processed exclusively for spe-
cific purposes and with the consent of the data subject” (P. 8) [10]. In this regard,
the European Court of Human Rights has repeatedly stated the need to take
measures to preserve the inviolability and confidentiality of information and
the procedure for its destruction, which provides sufficient guarantees against
abuse and arbitrariness of the authorities (Kruslin v. France, Rotaru v. Romania,
“Weber and Saravia”.

The protection of personal data in the decisions of the European Court of
Human Rights is examined in the part of the right to respect for private life, which
is enshrined in Art. 8 of the Convention for the Protection of Human Rights and
Fundamental Freedoms. The European Court of Justice has ruled that the pro-
tection of personal data is fundamental to the realization of a person’s guaranteed
right to respect for private and family life, as the unlawful processing of con-
fidential information can seriously affect a person’s social, spiritual, moral and
employment status. about the person may be the subject of abuse and possible
persecution. Thus, the Court considers that it is morally reasonable and possible:

— transfer of personal data in case of “acute social need” (cases of “Avilkin
and others v. Russia”, “Z. v. Finland”, “Helili v. Switzerland”);

- transfer of personal data if it is “necessary in a democratic society”
(Surikov v. Ukraine, Z. v. Finland, Connors v. the United Kingdom).

The European Court of Justice has also ruled that a person may suffer non-pe-
cuniary damage in the following cases: 1) excessive and unreasonable retention of
data (Brune v. France, Kruslin v. France, S. and Marper v. The United Kingdom,
“Kinnunen v. Finland”); 2) violation of a person’s right to personal development,
as well as the right to establish and develop relations with other people and with
the outside world (the cases of Burghartz v. Switzerland, Friedl v. Austria, Sciacca
v. Italy, etc.); 3) in cases of systematic or permanent accounting of personal infor-
mation, even in cases where such data may be contained in publicly available or
other sources (the case of “PG and JH v. The United Kingdom”); 4) in cases of
collecting information about a person using a GPS device attached to his car.

Guidelines for protection against unauthorized collection, processing, stor-
age and dissemination of personal data in Ukraine are currently enshrined in a
special law “On Personal Data Protection” [11], as well as the relevant provisions
of the Law of Ukraine “On Access to Public Information” [12]. However, the
European Court drew attention to the lack of legislation in Ukraine on the col-
lection, storage, use and dissemination of information about persons (Zaichenko
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v. Ukraine), which in our opinion needs some improvement to bring existing
national legislation into line with European Community requirements. on the
protection of personal data of a person and his moral condition associated with
the use of his data.

Conclusions. Based on the above, we can conclude that there is an urgent
need to rethink the category of “personal data of an individual” to improve the
current legislation of Ukraine and bring it into line with European law. In par-
ticular, it is necessary to include a relevant list of personal data in the Law of
Ukraine “On Personal Data Protection’, the collection of which would be prose-
cuted by law.
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TopenoBa B. }0. MopanbHi acmeKTy 3axmcTy IepCOHANBHUX NAaHNX (isumyHuX ocib
B MDKHapOHIX JOKYMEHTAX Ta pillleHHAX CBPOINelicbKOro CYRy 3 IpaB TIOAMHI

AHoTanis. ¥ cTaTTi JOCTIPKYIOTbCA MOPa/bHi aCIIEKTH 3aXMUCTY MePCOHANbHUX JIAHUX
¢isnaHNX 0Cib Y MDKHAPOIHMX TPAaBOBUX AKTaX i pillleHHsX EBPOIENICHKOrO CYAY 3 [IPaB TOAVHN,
aJKe 3aXVCT IePCOHA/MbHNX JJAHNX — e IUIOLIMHA caMe MOPAIbHOTO OOKY JIIOACBKOro GyTTs,
110 Mae QyH/jAMeHTa/IbHe 3HAYeHH A peanisalil 1jieio 0co60k0 rapaHTOBAHOrO iif IIpaBa Ha
THOBAry A0 IPUBATHOTO I CIMEITHOTO XUTTA. 3a MON0KeHHAMM Hal[iOHAaIbHOTO i MiXXHApOJHOTO
3aKOHOJIaBCTBA BCTAHOBJICHO, 110 KATeropis «[IepCOHA/IbHI jaHi» 30ira€Thcs y CBOEMY PO3YMiHHI
3 Kareropismu «koHQifieHuiliHa iHpopMaLis» Ta «iHpopMalis mpo 0coby». Y cTarti mpoBo-
IMTBCST aHaJTi3 MDKHAPOJHNIT IPABOBUX aKTIB IIOZ0 3aXMCTY MEPCOHAMBHUX AAHMUX (Qi3UYHNUX
oci6. OcobmuBIMM BOAYAETHCS TTOTI0KEHHS, BIAIOBIAHO /{0 SIKOTO IEPCOHATIBHI aHi, 1[0 CBifYaTh
PO PacoBy NIPMHA/IEXHICTb, NOMITUYHI, PENiriiiHi 4u iHIIi ITepeKOHaHHs, a TAKOX JaHi, 1110 CTO-
CYIOTBCA 37J0POB’s 200 CTATEBOTO KUTTS 0COOM, 3aCy/XKEHH 0cOOU B KPUMiHATbHOMY TOPSALKY,
He MOXXYTb ITiJiJaBaTICs aBTOMATI30BaHil 00pOoO1i, KIO BHYTPIlIHE 3aKOHOAABCTBO He 3a0e3-
Teyye BiNOBIfHMX TapaHTill 3aXMCTy MepCOHAMbHYX faHuX. [lo Toro >x EBpormericbke ToBapu-
CTBO B3araji pajiuTh yTPUMYBATUCS AeP>KaBaM BiJl aBTOMATM30BaHOI 0OPOOKIM IepCOHAMTBHIUX
JJAHVX JTIOJVIHIL, AKIIO B pasi 30epiranus y daiiiax Takux JaHUX He BXXMBAIOTb BifITOBIJHIX 3aX0-
NiB Ge3reKi, CIIpsMOBaHNX Ha 3aMo6iraHHA BUIAAKOBOMY UM HECAHKIIOHOBAHOMY 3HUIIEHHIO
abo BUTAZKOBill yTpaTi JaHMX, a TAKOXK HA 3amMOOIraHHA HECAHKI[IOHOBAHOMY JIOCTYITy, 3MiHi
a00 noumpeHHIo Takoi iHopMallii, Ta AKIIO B fep>KaBi BiACYTHI BIAMOBifHI caHKIII y BUITagKax
TIOPYIIEHb TOI0XKEHD L[0/I0 3aXVCTY IepCOHANbHIX JaHNX. BusBeni 6a30Bi MopanbHO-IIpaBOBi
IPYHINIMN 11 0COOMMBOCTI, HA AKUX IPYHTYETbCA EBPOIEICHKMIL CYJ i3 IPaB JMONVHY Y CBOIX
pimennsx. Tak, EBponeiicbKuii cyy y cBOIX pillleHHAX BCTAHOBHB, 10 0c06i MOke 6y T 3aBJjaHO
MOpAJIbHIX BTPAT Y BUMAKaX: HaAMIPHOI Ta HEOOIPYHTOBAHOI TPUBAIOCTI 30epiraHHs JaHNX;
NOpYIIEHHs MpaBa 0cobu Ha 0COOVCTICHNMIT PO3BUTOK, @ TAKOX Ha IIPaBO HAJIATO/KYBATH il PO3-
BMBATV CTOCYHKY 3 iHIIMMY JIIO{bMU 11 i3 30BHIIIHIM CBiTOM; CHCTEMAaTMYHOrO ab0 MOCTIIHOrO
007iKy iHdopMaLil Tpo 0coby HaBITh Y BUMAKAX, KOMY TaKi JaHi MOXYTb MICTUTUCS B 3arajb-
HOJIOCTYIHUX abo iHUMX MkepenaX; 300py iHdopmarii mpo 0coby 3a ZOIOMOrOK0 MPUCTPOIO
GPS, npukpinnenoro fo ii aBToMo6ins, Ta faHUX Mpo il MiclenepeOyBaHHA Ta MepeMillleHHs:
B my6miuHil cdepl. 3 orIAAy Ha 3a3HAYeHe B CTATTi, IPOIOHYETHCSA BHECTH /IO HAIIOHATBHOTO
3aKOHOJABCTBA BifNOBifHMII Nepenik iHdopManil (IepcoHaNbHUX AaHMX), 30MpaHHA AKOi 6
HepectiiyBanocs 3aKOHOM.
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